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Abstract

Discussing information security and transparency in the
digital environment: considerations, dimensions and trends
of information security. The research reviewed the trends of
information security and transparency in light of the significant
expansion Iin the use of electronic information systems
applications and services loaded on all types of information 6
networks (local networks, intranets, extranet networks,

broadband network and the Internet) that depend on each

other, and their vulnerability to various harms and their need to .
build confidence in them, and all of this has led to maximizing
the issue of information security and its systems in digital
environments. It defined the concept of information security
and its different layers, framework, components and axes,
linking it to threats to the security of information systems and
the damage that may result from deficits of security procedures,
while enhancing the security of existing information systems.
The research problem was summarized in the weak availability
of security and transparency of this information and its
preservation, and the research on the importance of enhancing
the transparency of information security in institutions in order
to enhance confidence in providing a safe digital environment
that is compatible with digital transformation under the
considerations and dimensions of the information security
orientation. The descriptive and analytical approach was used
to achieve these goals. The research was divided into five
chapters, which concluded with the importance of clarifying
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the processes of information security verifications in terms of
definition, accreditation, management and review, methods of
using security systems, and the development of directed policy
and accounting procedures and implementation needed.
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ITURecommendation X.273; Open Systems Interconnection,
Network Layer Security Protocol.

ITU Recommendation X.509: Authentication Framework
(relates to Digital certificate and Public -Key Encryption).
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