1B\l :dayyallg clibnyl clsall
5 ailiall dylgguuoll dyigilsl
Sl pnell

Artificial Intelligence and Crime:

Legal Frameworks for Criminal
Liability in the Digital Age

dlaAall Jalé A el jgisall
cbAlgll -liguuiar dio M)l deolall
xSy oMl Ganiall
Dr.AYMAN KHALED FADEL HALAHLEH
Islamic University of Minnesota -
United States of America
dr.aymn.ha.ai@gmail.com

liguing dnylwdl aenlall|y
Islami ni rsi of Minnesota £

ic University A
IUMuL—w 3 dplljf 4y nldll v e




\ L ¥ [} (
$ ) Lt’ﬁ
% ssssssssssssssssssssssssssss /
IumMmue__ w1 G llj 4 oll

c1Sa)l Laiaol Lull dsigilall ealy silill d iy Lle e a1y o jSy
ole egll byl i go dulinll dlggwuallg ailpll 6 clilnnll
dulaill ailyall (S éale] 6 duigill o Lairya Sill cabanill
Jglai ciadl ayei wy.d 1adyl ailall oo 6132 blail jg_mlsg
el Lillg draell wa wjillg lall iyl o «daulaill a_iljall
L0 G3uS viigen ] 6ol Lo . clihndl clSa Il b 13169i jis]

9 ailjall el Giv 6lis las . aSkhall ol ol Lailiilg d_1adyl dlail g ao
eyl Ll . aleill dgilall dalailllg duily vl ealaaalls dixai wall
duUgguuall 32y Gleiy lawd dnld «ddgr o i diigild il )
Lo wai darilll gl (poasiwwall gl cpjgbaall Lle clg s disilinll
09@éo e 3 aie) 333 (- igilé jlbo] ) jghi draal ¢ aill a rhg)g
JS—iu dgguall @1jgi a1 «dwalyioll dgg ually
dalrilll dlai wall denlnll dleljo go.dalisall bl Jalc
asai LUl d oMY sley VIl er gl Jglid wella ) dalvyl.dusall
JUlarng dingnall d ylas cllh alay.clihm Ml ¢lSA)l aladi il
Asall caluojjlgall e Qilill jwaill giog drala il

dcln Leaiwiclyanilloa e d aslgo gl Ll el galaug
eyl duiaill ciljg il @ o aiSii 633 Niog dipo culep i
loy dpad I d JoMI eal 5\ &6 cadlg Sgigy ging ] dolbll
Joleill jsjei Il gy los clhaall alol laisélainog Laialji ¢jary
ailjplld 26180l 62 g0 d_tigild J uleo g hg JAL 5 () o gl
dnniio duld) el e el i) drasl Lle Sl g0 g2 all dulell
diigill oa_al (Jgg wall aladi wll lar) (uidill el iy g
9982l dlong j8_ Ml gy g jlgill G161ig

:duoliaall calals]
duilinll dwlggwiall @ani wall dradpl o iljall.clilbnl 1S3

®© ium.usa.online@gmail.com www.ium.edu.so

DM+ 967 730053135 @ http://ium.usa.online



¥ )
oAy

{ Uguugios danilnd] Genladl
% Islamic University of Minnesota
IUMuL— w3 G llj 4y oll

duigilll calié SN d_rad ll dlaMl calid] o —clilnm)l ¢lSAll dalAill
o olS I L.-.J_Iga-ll L:ng o-II ‘dJ : . II ulﬁu 3 --II ‘o- "S-JJI ul ..0 unll
) u..- u-oll p_iIJ;JI

) _~ &
N NG

This research focuses on studying the legal implications of
artificialintelligence on crimes and criminalliability, highlighting
the challenges posed by this technology inreshaping traditional 6
crimes and the emergence of new forms of digital crimes. It
examines the evolution of traditional crimes, such as financial
fraud and deepfake technology, which have become more
complex due to artificial intelligence, resulting in significant
difficultiesincollecting and validating digital evidencein courts.
Furthermore, the research addresses newly emerging crimes,
including cyberattacks and self-learning systems, which have
introduced unprecedented legal challenges, particularly in
determining criminal liability, whether on developers, users, or
the systems themselves.

The study emphasizes theimportance of developing a new legal
framework that incorporates the concept of «virtual liability,»
ensuring fair distribution of responsibility among different
parties while considering the autonomous nature of intelligent
systems. Additionally, it delves into the ethical dimensions
governing the use of artificial intelligence, including privacy
protection, transparency, and the prevention of biases inherent
in intelligent algorithms.

The research concludes that addressing these challenges
requires the drafting of flexible and adaptive legislation that
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keeps pace with rapid technological advancements, alongside
establishing precise protocols for validating digital evidence
to ensure its integrity and credibility in judicial processes.
It also advocates for enhancing international cooperation
by setting unified legal standards to combat cross-border
crimes, emphasizing the necessity of creating specialized
regulatory bodies and involving technical experts to ensure
the responsible use of this technology and achieve a balance
a between innovation and the protection of rights.

Keywords

Artificial Intelligence, EmergingDigital Crimes, Criminal Liability
of Al Systems, Digital Evidence Validation, Legal Ethics of Smart
Technologies, Adaptive Legislation, International Cooperation
in Combating Tech Crimes
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